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Abstract—The accelerated growth of cities and communities
has created the need for efficient systems to manage distributed
infrastructures, facing challenges such as manual processes,
limited connectivity, and low real-time data availability, especially
in rural areas [1]. This paper proposes an advanced architectural
framework for the AURA system (Unified Action for Tracking
and Analysis), focusing on the orchestration of heterogeneous
IoT data flows as its core scientific contribution. Unlike existing
monolithic integrations, AURA provides a modular and scalable
platform based on FIWARE, LoRaWAN, and MQTT [2]–[5],
designed for real-time monitoring and tracking. To support
deployments across urban–rural contexts, we rely on evidence of
LoRaWAN performance in diverse scenarios [1], [6]. The novelty
of the proposed architecture lies in its specialized IoT agent
mediation and a hybrid storage scheme combining traditional
and time series databases, which solves the interoperability
and data persistence gaps found in standard IoT platforms.
Experimental results demonstrate that AURA’s decoupled design
outperforms traditional IoT architectures in terms of scalability
and functional interoperability, establishing a comprehensive
solution for intelligent connected systems with a clear projection
toward predictive, evidence based decision making.

Index Terms—Application Programming Interface (API), Au-
tomation, Data Management, FIWARE, Internet of Things (IoT),
IoT Architecture, IoT Platform, LoRaWAN, Message Queuing
Telemetry Transport (MQTT), Monitoring, Smart City

I. INTRODUCTION

The growth of cities has intensified the need to manage dis-
tributed infrastructures such as transportation, water resources,
and public services. However, many operations still rely on
manual, reactive processes with limited connectivity, leading
to operational inefficiencies and delayed responses to critical
events.

This issue is further exacerbated in rural or remote areas
due to the lack of robust communication infrastructure. Such
limitations hinder the implementation of centralized solutions
or continuous monitoring schemes [1].

Consequently, there is a recognized need for scalable and
interoperable technological solutions that enable remote su-
pervision and automation. Technologies like the Internet of
Things (IoT) [7], FIWARE [4], LoRaWAN [8], and MQTT

[9] are key to facilitating connectivity in environments with
limited infrastructure.

Within this framework, AURA systems have emerged as
versatile platforms for environmental monitoring and home
automation. By integrating real-time analytical capabilities,
these systems enable precise tracking of variables like water
and air quality, contributing to sustainability through efficient
resource management [2], [3], [10], [11].

Despite these advances, common challenges such as poor
interoperability and low scalability persist [12]. Recent studies
emphasize the need to operationalize analytics/ML pipelines
on FIWARE-based systems [5] and address stability con-
straints in large-scale IoT [13].

Existing platforms like ThingsBoard often lack a unified
architectural model to orchestrate multi-protocol data with
specialized hybrid storage. In response, AURA offers a unified
approach that centralizes data tracking and analysis, improv-
ing operational efficiency and facilitating informed decision-
making [14], [15].

Beyond large-scale monitoring, AURA stands out in home
automation by improving energy efficiency, safety, and com-
fort. It utilizes contextual intelligence to anticipate user needs
and optimize resource consumption [16], [17].

The scientific contribution of AURA lies in its decoupled
architectural design, bridging the gap between raw multi-
protocol sensing and autonomous reaction. This distinguishes
it from traditional qualitative methods [18] or strictly sectoral
proposals in water management [19].

This article presents the design of AURA as a bench-
mark technology platform, aligning with practical deployments
where LoRaWAN shows robust performance in diverse ter-
rains [6]. The proposal envisages a modular architecture that
promotes interoperability between heterogeneous devices and
distributed systems.

The proposed system is experimentally validated through
a cloud-based deployment combined with a hybrid emulation
environment, allowing the evaluation of its performance under
realistic IoT operational conditions.
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The methodological approach covers key stages including
data acquisition, efficient transmission, and a hybrid orches-
tration mechanism for multi-protocol data integration and
persistence. This work seeks to guide the development of
adaptable infrastructures that optimize decision-making while
providing a clear distinction between system implementation
and research contribution.

II. SYSTEM ARCHITECTURE AND DESIGN

The development of the AURA system was based on an
iterative and incremental approach, focused on the progressive
integration of heterogeneous technologies and continuous vali-
dation in both simulated and real environments. To address the
requirement of a clear scientific contribution, the methodology
is divided into the technical framework (Implementation) and
the architectural orchestration logic (Research).

The proposed system architecture ensures efficient data
management by integrating components for collection, pro-
cessing, and visualization. This structure is built upon open
technologies from the FIWARE ecosystem and modern web
tools, as illustrated in Fig. 1.

Fig. 1. Cloud architecture of the AURA monitoring system.

A. Dashboards and Visualization

We opted for a SPA (Single Page Application) architecture
with Angular. Two distinct dashboards were defined according
to user profiles (administrative and premium), as shown in Fig.
2. These interfaces incorporate geolocated maps for real-time
tracking (Fig. 3), line charts for historical analysis (Fig. 4),
and gauge charts for current sensor states (Fig. 5), allowing
flexible and contextualized management.

B. Service Management

This module acts as the logical conductor using a RESTful
API in Node.js. Integration with FIWARE modules, specif-
ically Orion Context Broker and QuantumLeap, enables dy-
namic real-time context management and historical data per-
sistence [4], [5]. The operational prefix management is visible
in the database structure (Fig. 6).

Fig. 2. Different user profiles and their corresponding access rights within
the dashboard.

Fig. 3. Map representation of the location and status of sensors for real-time
monitoring.

Fig. 4. Linear graphical representation for historical data analysis within a
defined range in a 24-hour time interval.

Fig. 5. Representation using a gauge of a singular sensor value for intuitive
monitoring.
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Fig. 6. Displaying the API prefix in CrateDB for contextual data management
and system orchestration.

C. Sensor and Actuator Layer

This is the physical layer responsible for environmental
interaction. It consists of sensors and actuators connected to
IoT nodes that enable data collection and transmission to upper
layers (Fig. 7). The operating status and device distribution
are managed through modular monitoring, as shown in Fig. 8,
ensuring the effectiveness of automated responses [2], [3].

Fig. 7. Graphical representation of the distribution and status of sensors and
actuators within the AURA system.

Fig. 8. Display of sensor and actuator modules, showing their operating status
and the number of devices per module.

D. Hybrid Interoperability and Research Contribution

The research contribution that distinguishes AURA from
standard integrations like FIWARE or ThingsBoard lies in the
dual logic orchestration designed to bridge the gap between
raw multi-protocol sensing and autonomous reaction.

E. Semantic Mediation Logic

Specialized IoT Agents were developed to solve the ”bi-
nary to semantic” gap. Unlike generic implementations, these
agents transform raw data from LoRaWAN and MQTT into
standardized NGSI-LD entities. This ensures that the infras-
tructure acts as a single interoperable ”digital twin,” enabling
robust connectivity in rural environments [1], [6], [9].

F. Hybrid Persistence Orchestration

AURA solves the performance bottleneck of large-scale IoT
by separating metadata from telemetry. MongoDB handles
semi-structured configuration data, while CrateDB manages
time-series persistence through QuantumLeap (Fig. 9). The
scientific novelty resides in the synchronization mechanism
that maintains contextual consistency between the asset’s state
and its historical record, meeting the requirements of modern
monitoring and control systems [20].

Fig. 9. Visualization of modules integrated into CrateDB for historical data
storage and time-series analysis.

G. Data Ingestion Workflow and Sequence Logic

To understand the dynamic behavior of the AURA platform
and justify the observed end to end latency, it is essential
to trace the sequential flow of information from the physical
environment to the persistent storage. The data ingestion
process follows a multi-stage pipeline, ensuring that each
telemetry packet is validated, contextualized, and historized,
as illustrated in Fig. 10:

The data flow begins with the Sensing and Uplink phase,
where IoT nodes transmit encrypted packets via LoRaWAN to
a Network Server through a gateway. Subsequently, during the
Semantic Translation stage, the FIWARE IoT Agent retrieves
the payload via MQTT and performs binary-to-semantic map-
ping to normalize the data according to the NGSI-LD standard.

Once transformed, Context Management is executed via an
update request to the Orion Context Broker. This enables the
sensor’s “Digital Twin” to reflect its status in real time and
activates all relevant subscriptions for downstream services.
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Fig. 10. Sequential workflow of data ingestion from physical sensing to
historical persistence.

This event initiates Historization through the QuantumLeap
service, which intercepts the context change and manages the
persistence logic. Finally, the process concludes with storage
in CrateDB, where information is recorded as a time series for
historical analysis and dashboard visualization.

This five-stage pipeline explains the average end-to-end
latency of 850 ms. Each hop introduces a processing overhead
necessary to achieve total decoupling between the physical
sensing layer and the analytical storage layer—a trade-off that
ensures high scalability and interoperability in heterogeneous
environments.

III. EXPERIMENTAL METHODOLOGY AND VALIDATION

To address the requirement of a clear scientific contribution,
the evaluation of AURA is based on an iterative validation in
both simulated and real environments, focusing on architec-
tural stress-testing and operational feasibility.

A. Experimental Setup and Hybrid Validation

The performance evaluation followed a hybrid validation
methodology combining physical deployment and large-scale
emulation. The core software stack was deployed in a cloud
environment using an AWS EC2 instance (8 vCPUs, 32 GB
RAM, ARM64 architecture) to assess system behavior under
high-concurrency data ingestion conditions.

To ensure both physical signal integrity and scalability
validation, the data source was structured as a dual-layer con-
figuration: (i) Physical Layer, consisting of a pilot deployment
of five physical IoT nodes (Heltec LoRa V3 and ESP32-
based devices) used to validate end-to-end telemetry trans-
mission from sensor acquisition to semantic persistence; and
(ii) Emulation Layer, in which the experimental environment
was augmented with 42 emulated nodes replicating the same
firmware logic and LoRaWAN duty-cycle constraints as the
physical devices.

B. Performance Metrics

To evaluate the operational efficiency of the AURA frame-
work, a set of quantitative performance metrics was defined.
These indicators enable a reproducible and objective assess-
ment of system behavior under varying load conditions.

End-to-end latency (L) was defined as the total elapsed time
between the generation of a data packet at the sensor node
and its successful registration at the context broker. For each
transmitted message i, latency was computed as

Li = Tserver,i − Tsensor,i, (1)

where Tsensor,i denotes the packet creation timestamp at the
IoT node and Tserver,i represents the corresponding arrival
timestamp at the cloud backend. The average latency (Lavg)
was then calculated over N = 30 consecutive measurement
windows.

To assess transmission stability, update jitter (J) was used
to quantify deviations from the nominal 30-s update interval.
Jitter was computed as the absolute variation in the inter-arrival
time between consecutive packets:

J = |(Ti − Ti−1)−∆tref |, (2)

where ∆tref = 30 s represents the reference transmission
period.

In addition, network throughput (C) was estimated to char-
acterize the bandwidth demand per device, accounting for both
effective payload size and protocol overhead introduced by
LoRaWAN and MQTT. Throughput was calculated as

C = Sizemsg × Freqtx, (3)

where Sizemsg corresponds to the average message size
(222 bytes) and Freqtx denotes the transmission frequency
(2 messages/min).

IV. RESULTS AND DISCUSSION

This section reports a quantitative performance assessment
of AURA using an operational deployment of the full software
stack (FIWARE Orion Context Broker, IoT Agents, Quantum-
Leap, MongoDB/CrateDB, Grafana, and the custom API and
web dashboard). Measurements focus on latency, update rate,
scalability, network consumption, and resource utilization,
which are key indicators for practical IoT deployments in
constrained-connectivity environments.

To contextualize the contribution, Table I summarizes the
main architectural differentiators between AURA and tradi-
tional IoT approaches.

A. Quantitative Performance Analysis

The framework achieved an average end-to-end latency
Lavg = 850 ms over N = 30 measurement windows.
This is adequate for non-critical near real-time monitoring
where sub-second responsiveness is beneficial but hard real-
time guarantees are not required. Regarding update frequency,
backend logs confirmed an inter-message jitter below ±1 s for
the 30-s cadence, confirming the system’s stability in handling
periodic telemetry.
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TABLE I
TECHNICAL COMPARISON BETWEEN TRADITIONAL IOT ARCHITECTURES

AND THE PROPOSED AURA ARCHITECTURE

Parameter Traditional IoT Ar-
chitectures

AURA (Proposed Ar-
chitecture)

Integration
Capability

Limited to specific
protocols

Multiprotocol support
(MQTT, HTTP,
LoRaWAN) with
FIWARE modules

System Modularity Monolithic or semi-
modular

Fully modular and dis-
tributed

Monitoring
Frequency

Occasional or low fre-
quency

Configurable, real-
time operation

Data Visualization Basic or offline dash-
boards

Real-time web dash-
boards

Alert Management Manual or nonexistent Automatic and config-
urable alerts

Data Storage Generally local or lim-
ited

Persistent hybrid stor-
age (NoSQL/SQL)

Scalability Limited by centraliza-
tion

High, compatible with
edge and cloud

Multidomain Sup-
port

Single use case focus Multidomain
(industrial,
environmental, etc.)

Note: The comparative evaluation was performed using simulated deployment
scenarios and architectural analysis, ensuring homogeneous metrics among the
evaluated systems.

B. Scalability and Resource Utilization

nder a progressive load test, AURA sustained 47 concurrent
devices without observable degradation, preserving packet loss
below 1% and average latency below 1 s.

System monitoring on the AWS EC2 instance revealed a
peak process memory usage of 49.6%. An additional 48.7%
was identified as buffers/cache (effectively reclaimable), leav-
ing more than 51% of RAM available for growth. CPU
and network statistics remained stable, indicating that the
deployment is not resource-saturated. Based on this measured
headroom, the architecture demonstrates the capacity for sig-
nificant horizontal scaling through container orchestration.

C. Network Consumption

The bandwidth demand per device was calculated based
on the effective payload and protocol overhead. With an
average message size of 222 bytes and a transmission rate
of 2 messages/min, the consumption is defined as:

C = 222 bytes/msg×2 msg/min = 444 bytes/min ≈ 0.44 KB/min.
(4)

This low bandwidth demand supports massive deployments
in constrained networks and complements lightweight mes-
saging patterns commonly implemented with MQTT/HTTP
bridges [21].

V. DISCUSSION AND COMPARATIVE ANALYSIS

The experimental results demonstrate the effectiveness of
the proposed AURA architectural framework, particularly
in addressing the long-standing gap between high-frequency
telemetry acquisition and semantic context management. To

TABLE II
EXPERIMENTAL PERFORMANCE METRICS OF THE AURA DEPLOYMENT

Metric Measured value Interpretation
Average end-to-
end latency

850 ms (N = 30) Suitable for non-critical
near real-time monitor-
ing

Update interval 30 s (±1 s jitter) High refresh rate for IoT
telemetry

Concurrent
devices

47 nodes Stable operation;
scalable with horizontal
scaling

Message size 222 bytes LoRaWAN headers +
payload

Network
consumption

0.44 KB/min/node Negligible bandwidth
per device

RAM usage
(peak)

49.6% (processes) >51% effectively avail-
able (free+cache)

position these results within the current technological land-
scape, Table III presents a qualitative comparison between
AURA and representative industry-standard IoT platforms.

TABLE III
QUALITATIVE COMPARISON OF AURA VERSUS STANDARD IOT

SOLUTIONS

Feature ThingsBoard /
Proprietary

FIWARE
(Vanilla)

AURA
(Proposed)

Interoperability Limited (inter-
nal data mod-
els)

High (NGSI-
LD compliant)

Full cross-
domain
semantic
mapping

Analytical per-
sistence

Generic
SQL/NoSQL

Requires
external
configuration

Optimized hy-
brid (context +
time-series)

Critical
network
adaptability

Low (IP-
dependent)

Medium High
(LoRaWAN
payload
optimization)

Deployment
curve

Fast but rigid Slow and com-
plex

Modular and
plug-and-play

A. Performance and Interoperability

As summarized in Table I, conventional IoT architectures
frequently exhibit monolithic behavior, where increasing pro-
tocol heterogeneity translates into near-linear latency degrada-
tion. In contrast, the semantic mediation layer of AURA (see
Section II-B) maintained a stable average end-to-end latency
of approximately 850 ms, even under concurrent operation
of 47 devices. This behavior indicates that the computational
overhead introduced by FIWARE IoT Agents is marginal when
compared to the interoperability capabilities they enable.

To support seamless cross-domain interoperability, AURA
employs a semantic mapping mechanism that transforms
heterogeneous raw telemetry into NGSI-LD (Next Genera-
tion Service Interface with Linked Data) entities. Unlike flat
JSON-based representations, this approach adopts a formalized
Property-of-a-Property modeling paradigm, allowing contex-
tual metadata—including measurement units, sensor accuracy,
and calibration timestamps—to be explicitly associated with
each observation.
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For instance, a LoRaWAN payload encoding temperature as
a 12-bit integer is parsed by the IoT Agent and mapped to a
URI-identified entity (e.g., urn:ngsi-ld:Sensor:001).
This entity conforms to the Smart Data Models initiative, en-
suring that the temperature attribute is semantically equivalent
across FIWARE-enabled platforms. Such semantic alignment
is critical for the construction of standardized Digital Twin
representations, where data is treated not as an isolated numer-
ical value, but as a contextualized asset linked to its spatial,
temporal, and historical provenance.

B. Orchestration and Scalability

The stability observed under concurrent load conditions
further validates the proposed hybrid persistence orchestration
strategy, which combines MongoDB for contextual data man-
agement and CrateDB for time-series storage. This decoupled
persistence approach effectively mitigates database locking
and contention issues that commonly arise in single-database
IoT architectures.

Experimental measurements report a peak RAM utiliza-
tion of 49.6% and an average bandwidth consumption of
0.44 KB/min per node. These results indicate that the architec-
ture can scale horizontally to support large-scale rural–urban
mobility scenarios without incurring proportional increases in
computational or network resource utilization.

C. Scientific Impact

Overall, the results support the central hypothesis of
this work: that a decoupled, semantically orchestrated ar-
chitecture—when supported by specialized agents and hy-
brid data persistence—effectively resolves the interoperabil-
ity–performance trade-off identified in the state of the art.
Consequently, AURA should be regarded not only as an
operational IoT platform, but as a validated architectural
reference model for next-generation autonomous infrastructure
management systems.

VI. CONCLUSION

This paper proposed and validated the AURA architectural
framework, an orchestrated IoT ecosystem designed to solve
the interoperability and persistence bottlenecks in heteroge-
neous environments. By integrating FIWARE components with
a specialized multi-protocol ingestion layer (MQTT, HTTP,
and LoRaWAN) and a hybrid storage orchestration (MongoDB
and CrateDB), the system successfully bridges the gap be-
tween raw sensing and semantic context management.

Experimental results on an AWS cloud deployment confirm
the architectural efficiency of the proposal. The framework
achieved an average end-to-end latency of 850 ms and sus-
tained a stable 30-second update frequency, ensuring the
responsiveness required for near real-time monitoring. Under
progressive load, AURA maintained operational stability with
47 concurrent devices, preserving packet loss below 1% and
average latency below 1 s. Furthermore, the negligible network
consumption (0.44 KB/min per device) and optimized resource

utilization (49.6% RAM usage) demonstrate that the decoupled
design provides significant headroom for horizontal scaling.

These results, together with established considerations on
LoRaWAN capacity limits [22] and IoT messaging proto-
col performance [21], support the suitability of AURA for
medium-to-large deployments across smart city, environmental
monitoring, smart building, and mobility management use
cases. Future work will focus on large-scale field deploy-
ments, long-term reliability evaluation, and the integration of
predictive analytics (e.g., TinyML at the edge and MLOps
pipelines) on top of the FIWARE ecosystem [5], leveraging the
standardized NGSI-LD context model to enable autonomous,
evidence-based decision-making.
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